AWy nioaceTeit:

172.16.1.0/28 — HQ-RTR

172.16.2.0/28 — BR-RTR

192.168.100.0/28 - HQ

192.168.255.0/28 — BR

- -

YerponctBo | Anantep | Haznauenne | HazBanume | [P Gateway
ISP ens33 UHTEPHET NAT - -
ens36 172.16.1.0 ISP-HQ | 172.16.1.1 -
ens37 172.16.2.0 ISP-BR | 172.16.2.1 -
HQ-RTR ens33 172.16.1.0 IPS-HQ |172.16.1.2 172.16.1.1
ens36 192.168.100.0 | HQ-NET | 192.168.100.1
BR-RTR ens33 172.16.2.0 ISP-BR | 172.16.2.2 172.16.2.1
ens36 192.168.255.0 | BR-NET | 192.168.255.1

Hactpoiika VMware (/{lo6aBnenne amantepos, cozganue LAN Segments u mp mipu
HEOOXOAUMOCTH )




MOIVJb 1
NAT (iptables, 2,8 3aganue):

[lepBonauyanbpHas HacTpoiika ens33 (nano /etc/network/interfaces):

auto ens33
iface ens33 inet dhcp

ITocne systemctl restart networking

YcranoBka Ha ISP, HQ-RTR,BR-RTR iptables:

apt install iptables-persistent

/usr/sbin/iptables -t nat -A POSTROUTING -o ens33 -j MASQUERADE
/usr/sbin/iptables-save > /etc/iptables/rules.v4

echo "nameserver 8.8.8.8" > /etc/resolv.conf

[Tocne B nano /etc/sysctl.conf paCKOMEHTHTB net.ipva.ip forward=1
ITocne systemctl restart networking

(ITpu HEeoOxonumocTH n106aBbTe nameserver 8.8.8.8 Ha Bcex BM)

GNU nano 7.2

user@isp: ~

/etc/network/interfa

# The loopback network i
auto lo

iface lo inet loopback

auto ens33

iface ens33

auto ens36
iface ens36

address 172.

auto ens3?
iface ens37

address 172.

up ip route
up ip route
up ip route

inet dhcp

inet static
16.1.1/28

inet static
16.2.1/28

add
add
add

192.168
192.168
192.168

.10@.0/28 via 172.16.1.2
.255.0/28 via 172.16.2.2
.200.0/27 via 172.16.1.2

PucyHok — Hactpoiika aganrtepos ISP

(BaxxHO! ens36 u ens37 MOTyT yTaTbCsl MECTaMU, COONFOTANTE TTOPSIIOK)



user@hq-rtr: ~

source /etc/network/intexrfaces.d/*

# The loopback network in

auto lo
iface lo inet loopback

auto ens33

iface ens33 inet static
address 172.16.1.2/28
gateway 172.16.1.1

up ip route add 172.16.2.

auto ens36
iface ens36 inet static
address 192.168.100.1/28

@/28 via 172.16.1.1 dev ens33

Pucynok — nHacrpoiika anantepoB HQ-RTR

GNU nano 7.2

auto lo
iface lo inet loopback

auto ens33

iface ens33 inet static
address 172.16.2.2/28
gateway 172.16.2.1

up ip route add 172.16.1

auto ens36
iface ens36 inet static
address 192.168.255.1/28

# The loopback network int

user@br-rir: ~

source /etc/network/interfaces.d/*

.@/28 via 172.16.2.1 dev ens33

Pucynok — nacrpoiika aganrepos BR-RTR

systemctl restart networking IIO H€O6XOI[I/IMOCTI/I, ITPOBCPKa pll’lg

Co3z:a1me JIOKAJIbHBIX YY€THBIX 3anucen

Ha cepBepax (HQ-SRYV, BR-SRV) u poyrepax

(HQ-RTR, BR-RTR) (3 3axanue).

HQ-SRV, BR-SRV:

/usr/sbin/useradd remote user
/usr/sbin/useradd -u 2026 sshuser
passwd sshuser

echo 'sshuser ALL=(ALL) NOPASSWD:ALL' | sudo tee /etc/sudoers.d/sshuser >/dev/null &&

sudo chmod 440 /etc/sudoers.d/sshuser

HQ-RTR, BR-RTR:

/usr/sbin/useradd net admin
passwd net admin
echo 'net admin ALL=(ALL) NOPASSWD:ALL' |

sudo tee /etc/sudoers.d/net admin >/dev/null

&& sudo chmod 440 /etc/sudoers.d/net admin

IIpoBepka sudo visudo -cf /etc/sudoers



Kommyranus B cermente HQ (4 3apanue).

HQ-RTR:

sudo modprobe 8021qg
echo 8021g | sudo tee /etc/modules-load.d/8021g.conf >/dev/null

auto ens36
iface ens36 inet manual

auto ens36.10@
iface ens36.10@ inet static
address 192.168.10@0.1/28

auto ens36.200
iface ens36.200 inet static
address 192.168.200.1/27

auto ens36.999

iface ens36.999 inet static
address 192.168.256.1f29l

Pucynox — penaunm ens36 y HQ-RTR

user@hgqg-srv: ~

/etc/network/int
K interf
. For more infor

source /etc/network/interfaces.d/*

# The loopback netwerk interface
auto lo
iface lo inet loopback

auto ens33.100

iface ens33.10@ inet static
address 192.168.100.2/28
gateway 192.168.100.1

auto ens33.999
iface ens33.999 inet static
address 192.168.250.2/29

Pucynoxk - nHactpoiika aganrepo HQ-SRV

user@hq-cli: ~

GNU nano 7.2 fetc/network/int
This file describes the network interfaces av

L=

1

and how to activate them. For more informatio

source /fetc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

auto ens33.200

iface ens33.200 inet static
address 192.168.200.2/27
gateway 192.168.200.1

PucyHnok - Hactpoiika anantepo HQ-CLI

systemctl restart networking IIO HCO6XOI[I/IMOCTI/I, IIPOBCPKA ping



Hacrpoiika SSH na HQ-SRV u BR-SRYV (5 3axanue).
[, |

user@BR-SRV: ~

GNU nano 7.2 /fetc/network/inte
j This file d ribes the network inter 2

t and how to activate them. For more information,
ijource /etc/network/interfaces.d/*

t The loopback network interface
wto lo
[face lo inet loopback

iuto ens33

[face ens33 inet static
iddress 192.168.255.2/28
jateway 192.168.255.1

Pucynok — Hactpoiika anantepa BR-SRV

VYcranasiauBaeM ssh KOMaHI0M:

apt install openssh-server
sudo sed -i \

-e 's/"[#[:space:]]*Port .*/Port 2026/"' \

-e 's/"[#[:space:]]*PermitRootLogin .*/PermitRootLogin no/' \

-e 's/"[#[:space:]]*MaxAuthTries .*/MaxAuthTries 2/' \

/etc/ssh/sshd config
echo 'AllowUsers sshuser' | sudo tee -a /etc/ssh/sshd config >/dev/null
echo 'Banner /etc/issue.net' | sudo tee -a /etc/ssh/sshd config >/dev/null
echo 'Authorized access only.' | sudo tee /etc/issue.net >/dev/null
sudo systemctl restart ssh
sudo systemctl enable --now ssh

IToctaBuTh ssh Ha Bcex octanbHBIX BM (6€3 HacTpoek).

Tynneab (GRE) na HQ-RTR u BR-RTR (6 3apanue).

echo ip gre | sudo tee /etc/modules-load.d/ip gre.conf >/dev/null && sudo modprobe
ip gre

B ¢aiine nano /etc/network/interfaces:

Jlist HR-RTR:

auto gre30

iface gre30 inet tunnel

address 10.0.0.1

netmask 255.255.255.252

mode gre

local 172.16.1.2

endpoint 172.16.2.2

ttl 225

post-up ip route add 192.168.255.0/28 via 10.0.0.2

Jass BR-RTR:

auto gre30

iface gre30 inet tunnel
address 10.0.0.2
netmask 255.255.255.252
mode gre



local 172.16.2.2

endpoint 172.16.1.2

ttl 225

post-up ip route add 192.168.100.0/28 wvia 10.0.0.1
post-up ip route add 192.168.200.0/27 via 10.0.0.1

IHoTom systemctl restart networking IIPpH HGO6XOI[I/IMOCTI/I.

JAunnamunuyeckas mapmpyrusanusa Ha HQ-RTR u BR-RTR (7 3apanue).

apt install frr

sudo sed -1 's/"“ospfd=no/ospfd=yes/' /etc/frr/daemons
sudo systemctl restart frr

systemctl enable frr

3axoaum B 000JI0UKY KOMaHI0M Vtysh u numem:

Jas HQ-RTR:

conf t

ip forwarding

router ospf

passive-interface default

no ip ospf passive

network 192.168.100.0/28 area 0
network 192.168.200.0/27 area 0
network 10.0.0.0/30 area O

exit

interface gre30

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 lc+rYtGm
exit

exit

wWr

exit

Jlist BR-RTR:

conf t

ip forwarding

router ospf

passive-interface default

no ip ospf passive

network 192.168.255.0/28 area 0
network 10.0.0.0/30 area O

exit

interface gre30

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 lc+rYtGm
exit

exit

wr

exit

IIporokos nMHAMUYECKOI KOH(PUTYypaluu Xo0cTOB 1J11 ceTu B ctopony HQ-CLI (9
3aJlaHue).

YcranoBka cepepa DHCP na HQ-RTR:
sudo apt install isc-dhcp-server

[Ipussaska k Hy>xHOMY HHTEepdeiicy B nano /etc/default/isc-dhcp-server
INTERFACESv4="ens36.200"

INTERFACESv6=""

Konduryparus DHCP B nano /etc/dhcp/dhcpd.conf (u3nauanbuyo yopats):



authoritative;

ddns-update-style none;

default-lease-time 600;

max-lease-time 7200;

option domain-name "au-team.irpo";

subnet 192.168.200.0 netmask 255.255.255.224 {
range 192.168.200.2 192.168.200.30;
option routers 192.168.200.1;
option domain-name-servers 192.168.100.2;
option broadcast-address 192.168.200.31;

}

Ilorom:

sudo systemctl restart isc-dhcp-server
sudo systemctl enable --now isc-dhcp-server
sudo systemctl status isc-dhcp-server

P

user@hgq-cli: ~

GNU nano 7.2

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

auto ens33.200

iface ens33.200 inet dhcp
#address 192.168.200.2/27
#9 ) 38 !

Pucynok — nacrpoiiku agantepa HQ-CLI

NudpacTpykrypa pa3pemenus 1oMeHHbIX UMeH 11 opucoB HQ u BR (10 3aganue).

VYcranoBka bind9 nva HQ-SRV

sudo apt install bind9 bindY%utils bind9-dnsutils

VYkazarb nameserver (nano /etc/resolv.conf) 192.168.100.2, rae HET U3HAYATIBHO.

nano /etc/bind/named.conf.options u 3axaTb ¢popBapaepsl + ceTu (MI3HAYAIbHYIO

yoparn):

options {
directory "/var/cache/bind";
listen-on { any; };
listen-on-v6 { none; };
recursion yes;

allow-query {
127.0.0.1;
192.168.100.0/28;
192.168.200.0/27;
192.168.255.0/28;
}i

forwarders {
77.88.8.7;
77.88.8.3;

}i

forward only;

dnssec-validation auto;



Onpenaesienne 301 B nano /etc/bind/named.conf.local

zone "au-team.irpo" {
type master;
file "/etc/bind/zones/db.au-team.irpo";

}s

zone "100.168.192.in-addr.arpa" {
type master;
file "/etc/bind/zones/db.192.168.100";

}i

zone "200.168.192.in-addr.arpa" {
type master;
file "/etc/bind/zones/db.192.168.200";

b

zone "255.168.192.in-addr.arpa" {
type master;
file "/etc/bind/zones/db.192.168.255";

bi
Karasnor u ¢aitnbl 30H:

sudo mkdir -p /etc/bind/zones

Cosznanme npsiMoii 30861 nano /etc/bind/zones/db.au-team.irpo

STTL 3600
@ IN SOA nsl.au-team.irpo. admin.au-team.irpo. (
2025101302 ; Serial (yBesauuwum)

3600 1800 1209600 300 )

@ IN NS nsl.au-team.irpo.

nsl IN A 192.168.100.2

hg-rtr 1IN A 192.168.100.1

br-rtr 1IN A 192.168.255.1

hg-srv 1IN A 192.168.100.2

hg-cli 1IN A 192.168.200.2 ; ecm craTudeckmyt; npm DHCP MOXHO OIIyCTUTBH
br-srv IN A 192.168.255.2

docker 1IN A 172.16.1.1 ; ISP -> HQ-RTR (ISP-HQ)

web IN A 172.16.2.1 ; ISP -> BR-RTR (ISP-BR)

Co3nanmne 00paTHBIX 30H:

nano /etc/bind/zones/db.192.168.100

STTL 3600

@ IN SOA nsl.au-team.irpo. admin.au-team.irpo. (
2025101302 3600 1800 1209600 300 )

@ IN NS nsl.au-team.irpo.

1 IN PTR hg-rtr.au-team.irpo.
2 IN PTR hg-srv.au-team.irpo.

nano /etc/bind/zones/db.192.168.200

STTL 3600

@ IN SOA nsl.au-team.irpo. admin.au-team.irpo. (
2025101302 3600 1800 1209600 300 )

@ IN NS nsl.au-team.irpo.

2 IN PTR hg-cli.au-team.irpo. ; ecim HQ-CLI cTaTmdeH Ha .2



nano /etc/bind/zones/db.192.168.255

STTL 3600

@ IN SOA nsl.au-team.irpo. admin.au-team.irpo. (
2025101302 3600 1800 1209600 300 )

@ IN NS nsl.au-team.irpo.

1 IN PTR br-rtr.au-team.irpo.
2 IN PTR br-srv.au-team.irpo.

Hacrpoiika 4yacoBoro nosica Ha Bcex ycrpoiicrsax (3aganue 11).

sudo timedatectl set-timezone Europe/Moscow
MOAVJIb 2
Hacrpoiika konTposiepa nomena Samba DC na cepBepe BR-SRYV (1 3axanue)

VceraHoBKa samba:

sudo apt install samba krb5-user winbind smbclient

[Tpu ycranoBke krb5-user:

AU-TEAM.IRPO — 06iacTh 10 YMOJTYaHUIO
br-srv.au-team.irpo — cepBepbl Kerberos s obnactu
br-srv.au-team.irpo — yrpasJsoIInii cepBep

YcTaHOBKa UMEHHU XOCTa:

hostnamectl set-hostname br-srv.au-team.irpo

Hactpolika koHTpoOIUIEpa JOMEHA:

sudo rm -rf /etc/samba/smb.conf—-OTHGHBHO!

sudo samba-tool domain provision \
-—use-rfc2307 \
--realm=AU-TEAM. IRPO \
-—-domain=AU-TEAM \
--server-role=dc \
--dns-backend=SAMBA INTERNAL \
--adminpass="P@sswOrd’

3aryck Cciy»KObl:
sudo systemctl disable —--now smbd nmbd winbind 2>/dev/null || true
sudo systemctl enable --now samba-ad-dc

ITonmpaeka bind9 B HQ-SRV B nano /etc/bind/zones/db.au-team.irpo

_ldap. tcp IN SRV 0 100 389 br-srv.au-team.irpo.

_kerberos. tcp IN SRV 0 100 88 br-srv.au-team.irpo.

_kerberos. udp IN SRV 0 100 88 br-srv.au-team.irpo.

_kpasswd. tcp IN SRV 0 100 464 br-srv.au-team.irpo.

__kpasswd. udp IN SRV 0 100 464 br-srv.au-team.irpo.

_gc. _tcp IN SRV 0 100 3268 br-srv.au-team.irpo. ; OINLMOHAJIBHO
_kerberos IN TXT "AU-TEAM.IRPO"

VYBenuuuth Serial, systemctl restart bind9

Cospanue nosp3oBarene u rpymmsl Ha BR-SRV:

echo "192.168.255.2 br-srv.au-team.irpo br-srv" | sudo tee -a /etc/hosts >/dev/null
sudo samba-tool user create hquserl P@sswOrd
sudo samba-tool user create hquser?2 P@sswOrd



sudo samba-tool user create hquser3 P@sswOrd

sudo samba-tool user create hquser4 P@sswOrd

sudo samba-tool user create hquser5 P@sswOrd

sudo samba-tool group add hg

for 1 in {1..5}; do sudo samba-tool group addmembers hg hquser$i; done

Ha HQ-CLI:

sudo apt install realmd sssd sssd-tools adcli samba-common packagekit krbb5-user

sudo realm join -U Administrator au-team.irpo

echo '$hg ALL=(ALL:ALL) NOPASSWD: /usr/bin/cat, /usr/bin/grep, /usr/bin/id' | sudo tee
/etc/sudoers.d/hg >/dev/null

sudo chmod 440 /etc/sudoers.d/hqg

sudo visudo -cf /etc/sudoers

getent passwd 'AU-TEAM\hquserl' && id 'AU-TEAM\hquserl'

sudo kinit hquserl@AU-TEAM.IRPO

Kondurypauus paiisioporo xpanuauma na HQ-SRV (2 3aganmue).

Jlo6aButh qucku B HQ-SRV!

apt install mdadm

sudo fdisk -1

sudo mdadm --create /dev/md0 --level=0 --raid-devices=2 /dev/sdc /dev/sdb
sudo mdadm --detail --scan | sudo tee -a /etc/mdadm.conf

sudo parted /dev/md0 mklabel gpt

sudo parted -a optimal /dev/md0 mkpart primary ext4d 0% 100%

sudo mkfs.extd4 /dev/mdOpl

sudo mkdir /raid

sudo mount /dev/mdOpl /raid

sudo blkid /dev/mdOpl — Y3HaTh Uuid, OTIEIHHO

Jlob6aBnenue 3anucu B nano /etc/fstab

UUID=cBoMi uuid /raid ext4 defaults,nofail 0 0

IToTOM BBIIIOTHUTH sudo update-initramfs -u

HacTtpoiika cepBepa cereBoii (paiisioBoii cucremsl (nfs) Ha HQ-SRYV (3 3axanue).

sudo apt install nfs-kernel-server -y
sudo mkdir -p /raid/nfs

sudo chown nobody:nogroup /raid/nfs
sudo chmod 0777 /raid/nfs

B nano /etc/exports

/raid/nfs 192.168.200.0/27 (rw, sync,no_subtree check)

CoxpaHeHue U epe3amnyck:

sudo exportfs -ra
sudo systemctl restart nfs-kernel-server
sudo systemctl enable nfs-kernel-server

Hacrpoiika knuenta na HQ-CLI:

sudo apt install nfs-common -y
sudo mkdir -p /mnt/nfs
sudo mount 192.168.100.2:/raid/nfs /mnt/nfs

Jlo6aBuTh B nano /etc/fstab

192.168.100.2:/raid/nfs /mnt/nfs nfs defaults, netdev 0 0



Hacrpoiika cayx0bl ceTeBOro BpeMeHH Ha 0a3e cepBuca chrony Ha mapumpyrusarope
ISP (4 3apanmue).

sudo apt install chrony

B ¢aiine nano /etc/chrony/chrony.conf (13HauansHoe youpaem):
local stratum 5

allow 192.168.100.0/28
allow 192.168.200.0/27
allow 192.168.255.0/28
allow 172.16.0.0/16

bindaddress 0.0.0.0
driftfile /var/lib/chrony/chrony.drift

log tracking measurements statistics
logdir /var/log/chrony

rtcsync
HGPGSaHyCK CJIy>K6BIZ

sudo systemctl restart chrony
sudo systemctl enable chrony

Ha xmuentax (HQ-SRV, HQ-CLI, BR-RTR, BR-SRV).
sudo apt install chrony

B ¢aiine nano /etc/chrony/chrony.conf (n3HauansHOe youpaem):
server 172.16.1.1 iburst
driftfile /var/lib/chrony/chrony.drift

log tracking measurements statistics
logdir /var/log/chrony

rtcsync
[lepe3zamyck cimyKObI:

sudo systemctl restart chrony
sudo systemctl enable chrony

Kongurypauus ansible na cepsepe BR-SRYV (5 3ananue).

sudo apt install -y ansible sshpass
sudo mkdir -p /etc/ansible
sudo chmod 755 /etc/ansible

B (aiine — nano /etc/ansible/hosts

[servers]

hg-srv ansible host=192.168.100.2 ansible port=2026 ansible user=sshuser
ansible password=P@sswOrd

hg-cli ansible host=192.168.200.2 ansible port=22 ansible user=user
ansible password=root ansible become=false

[routers]

hg-rtr ansible host=192.168.100.1 ansible port=22 ansible user=net admin
ansible password=P@sswOrd



br-rtr ansible host=192.168.255.1 ansible port=22 ansible user=net admin
ansible password=P@sswOrd

[all:children]

servers

routers

B ¢aitne — nano /etc/ansible/ansible.cfg

[defaults]

inventory = /etc/ansible/hosts
host key checking = False
forks = 10

timeout = 10

interpreter python = auto

remote tmp = /tmp/.ansible-${USER}
[privilege escalation]

become = True

become method = sudo

become user = root
become ask pass = False

IIpoBepka:
ansible all -m ping
Be06 npunoxenue B docker Ha cepsepe BR-SRV (6 3ananue)

B VMware no6aButh Aditional.iso B cd-nmpuBOI U BKITIOYUTH MTPUBO/I.

mkdir -p /mnt

mkdir -p /tmp/additional

mount /dev/sr0 /tmp/additional

cp -r /tmp/additional /mnt

apt install curl

sudo curl -fsSL https://get.docker.com | sh

docker load -i /mnt/additional/docker/mariadb latest.tar
docker load -i /mnt/additional/docker/site latest.tar
docker images

chmod -R 755 /mnt/additional

Coznaém nano /mnt/additional/docker/docker-compose.yml

# docker-compose.yml
version: '3.8"
services:
database:
container name: db
image: mariadb:10.11
restart: always
ports:
- "3306:3306"
environment:
MARIADB DATABASE: "testdb"
MARIADB USER: "testc"
MARIADB PASSWORD: "P@sswOrd"
MARIADB ROOT PASSWORD: "root"

app:

container name: testapp
image: site:latest
restart: always
ports:

- "g8080:8000"
environment:

DB TYPE: "maria"

DB HOST: "database"

DB _PORT: "3306"

DB NAME: "testdb"



DB USER: "testc"
DB PASS: "P@sswOrd"
depends_on:
- database
volumes:
db data:

Hanee 3amyckaem docker-compose:

cd /mnt/additional/docker/
docker compose up -d

Be06 npunoxenue Ha cepsepe HQ-SRYV (7 3ananue)

B VMware no6aButh Aditional.iso B cd-nmpuBOI U BKITIOYUTH MIPUBO/I.

mkdir -p /mnt/additional

mount -t is09660 /dev/sr0 /mnt/additional

apt install apache2 mariadb-server php php-mysgl php-cli php-gd
systemctl enable apache? mariadb

3axonum B mariadb, coznaem 01, moab30BaTENIs U J1a€M TpaBa:

mariadb -u root

CREATE DATABASE webdb;

CREATE USER web@localhost IDENTIFIED BY 'P@sswOrd';
GRANT ALL PRIVILEGES ON webdb.* TO web@localhost;
FLUSH PRIVILEGES;

exit;

mariadb -u root -p webdb < /mnt/additional/web/dump.sqgl
cp /mnt/additional/web/index.php /var/www/html/

mkdir /var/www/html/images

cp /mnt/additional/web/logo.png /var/www/html/images/
cp /mnt/additional/web/index.php /var/www/html/

chown -R www-data:www-data /var/www/html/

chmod -R 755 /var/www/html/

3axoaum B ¢aiin nano /var/www/html/index.php u penakTiupyemM HECKOIBKO CTPOK:

$servername = "localhost";
$username = "web";
$password = "P@sswOrd";
$dbname = "webdb";

/usr/sbin/a2enmod rewrite
systemctl restart apache?

3axomuMm B nano /etc/apache2/mods-enabled/dir.conf (n3HavanpHOE youpaem)

<IfModule mod dir.c>
DirectoryIndex index.php index.html index.cgi index.pl index.xhtml index.htm
</IfModule>

mv /var/www/html/index.html /var/www/html/index.html.backup
systemctl restart apache2



Ha mapmpyTu3zaropax CKOH(pUIypoBaTh CTATHYECKYI0 TPAHCJISALMIO MOPTOB (8

3ananmue).

Ha hqg-rtr:

/sbin/iptables -t nat -A PREROUTING -d 172.16.1.2 -p tcp --dport 8080 -3 DNAT --to-
destination 192.168.100.2:8080

/sbin/iptables -t nat -A PREROUTING -d 172.16.1.2 -p udp --dport 8080 -3 DNAT --to-
destination 192.168.100.2:8080

/sbin/iptables -t nat -A PREROUTING -d 172.16.1.2 -p tcp —--dport 2026 -j DNAT --to-
destination 192.168.100.2:2026

/sbin/iptables -t nat -A PREROUTING -d 172.16.1.2 -p udp —--dport 2026 -j DNAT --to-
destination 192.168.100.2:2026

/usr/sbin/iptables-save > /etc/iptables/rules.v4

Ha br-rtr:

/sbin/iptables -t nat -A PREROUTING -d 172.16.2.2 -p tcp —--dport 8080 -3 DNAT --to-
destination 192.168.255.2:8080

/sbin/iptables -t nat -A PREROUTING -d 172.16.2.2 -p udp —--dport 8080 -3 DNAT --to-
destination 192.168.255.2:8080

/sbin/iptables -t nat -A PREROUTING -d 172.16.2.2 -p tcp —--dport 2026 -3 DNAT --to-
destination 192.168.255.2:2026

/sbin/iptables -t nat -A PREROUTING -d 172.16.2.2 -p udp --dport 2026 -j DNAT --to-
destination 192.168.255.2:2026

/usr/sbin/iptables-save > /etc/iptables/rules.v4

Hactpoiika Be0-cepBep nginx kak o0paTHbiii npokcu-cepsep Ha ISP (9 3ananue).

apt install nginx
systemctl enable nginx

3axonuM B nano /etc/nginx/sites-available/reverse proxy.conf

upstream hg srv _app {
server 192.168.100.2:80;
}

upstream testapp app {
server 192.168.255.2:8080;
}

server |
listen 80;
server name web.au-team.irpo;

location / {
proxy pass http://hg srv_app;
proxy set header Host Shost;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;

}

server
listen 80;
server name docker.au-team.irpo;

location / {
proxy pass http://testapp app;
proxy set header Host S$host;
proxy set header X-Real-IP S$remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;



In -sf /etc/nginx/sites-available/reverse proxy.conf /etc/nginx/sites-
enabled/reverse proxy.conf

sudo rm -f /etc/nginx/sites-enabled/default

sudo systemctl reload nginx

[IpoBepka http.//docker.au-team.irpo/ v http://web.au-team.irpo/

Ha mapumipyrusarope ISP nacrpoiika web-based ayrentupuxkanuu (10 3axanue).

apt install apache2-utils -y
htpasswd -c /etc/nginx/.htpasswd WEB

[Taponb: P@sswOrd
nano /etc/nginx/sites-available/reverse proxy.conf

U B Oioke:

server
listen 80;
server name web.au-team.irpo;

JHlo6arnsiem nepen location /:

auth basic "Authorization Required";
auth basic user file /etc/nginx/.htpasswd;

systemctl reload nginx
YcranoBka Angexc bpayzepa na HQ-CLI (11 3aganmue).
Ckauatp deb nmaker ¢ odunHaIbLHOTO calTa

YcTaHoBKa:

cd /home/user/3arpy3ku
sudo dpkg -i Yandex.deb
sudo apt --fix-broken install -y

Wnu rpadumyecku yepes namnky 3arpy3ku (KM 10 TakeTa, BEIOpaTh YCTaHOBIIUK
MIPUITOKEHUEH )
MOAVJIb 3

BrinosiHuTe HMNIOPT MOJIBb30BaTeEIel B IoMeH au-team.irpo Ha BR-SRV (1 3axanue).
B VMware no6asuth Aditional.iso B cd-nipuBOx 1 BKIIFOYUTD MPUBO/I.

Co3naém CKpUIT U BbIJAEM €My MpaBa Ha UCIIOJIHEHUE:
touch /mnt/additional/import user.sh
chmod +x /mnt/additional/import user.sh

B ¢aiine nano /mnt/additional/import_user.sh
#!/bin/bash

csv_file="$1"

# Create OU

awk -F ';' 'NR>1 {print $5}' "$csv file" | sort | unig | while read ou; do
samba-tool ou add OU="S$Sou",DC=au-team,DC=irpo;
done
# Create Users
while IFS=";" read -r firstName lastName role phone ou street zip city country
password; do
if [ "S$firstName" == "First Name" ]; then

continue


http://docker.au-team.irpo/
http://web.au-team.irpo/

fi

username="${firstName,, }.${lastName,, }"

samba-tool user add "S$Susername" "S$Spassword" \
-—given-name="$firstName" \
--surname="S$lastName" \
--telephone-number="$phone" \
--job-title="S$role" \
--userou="0U=Sou"

samba-tool user setexpiry "S$username" --noexpiry

done < "Scsv_file"

AKTHUBAIUS CKPUMNTA:
/mnt/additional/import user.sh /mnt/additional/Users.csv
BrinoniauTe HACTPOIKY HeHTpa ceprupukanun Ha 0aze HQ-SRV (2 3aganmue).

YcranoBka Ha hq-srv u Ha isp:
apt install openssl libengine-gost-openssl

Jlob6arnsiem Ha hqg-srv u isp B koHer ¢aiina nano /etc/ssl/openssl.cnf
openssl conf = openssl init

[openssl init]
engines = engine section

[engine section]
gost = gost section

[gost _section]
engine_id = gost

dynamic _path = /usr/lib/x86 64-linux-gnu/engines-3/gost.so
default algorithms = ALL

Oo6HoBmnsieM nannbie openssl Ha hq-srv u isp:
OPENSSL CONF=/etc/ssl/openssl.cnf openssl engine -t -c

Ha hg-srv co3naém ceptudukarsl:
openssl genpkey -algorithm gost2012 256 -pkeyopt paramset:TCB -out ca.key
openssl req -new -x509 -md gostl2 256 -days 30 -key ca.key -out ca.cer

root@hq-srv:/home/user/test.d# openssl genpkey -algorithm gost2@12_256 -pkeyopt paramset:TCB -out ca.key
root@hq-srv:/home/user/test.d# openssl req -new -x5@9 -md_gostl2_256 -days 3@ -key ca.key -out ca.cer
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:RU

State or Province Name (full name) [Some-State]:Tatarstan

Locality Name (eg, city) []:Kazan

Organization Name (eg, company) [Internet Widgits Pty Ltd]:au-team.irpo

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:hg-srv.au-team.irpo

Email Address []:

root@hq-srv:/home/user/test.d#

openssl x509 -noout -text -in ca.cer

openssl genpkey -algorithm gost2012 256 -pkeyopt paramset:A -out web.au-team.irpo.key
openssl genpkey -algorithm gost2012 256 -pkeyopt paramset:A -out docker.au-
team.irpo.key

openssl reqg -new -md gostl2 256 -key web.au-team.irpo.key -out web.au-team.irpo.csr




root@hg-srv:/home/user/test.d# openssl req -new -md_gost12_256 -key web.au-team.irpo.key -out web.au-team.irpo.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Mame or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:RU

State or Province Name (full name) [Some-State]:Tatarstan

Locality Mame (eg, city) []:Kazan

Organization Name (eg, company) [Internet Widgits Pty Ltd]:au-team.irpo
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:web.au-team.irpo

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

/A challenge password []:

lAn optional company name []:
root@hq-srv:/home/user/test.d# I

openssl req -new -md gostl2 256 -key docker.au-team.irpo.key -out docker.au-
team.irpo.csr

T00t@hq-sIv:/home/user/test.d# openssl req -new -md_gostl2 256 -key docker.au-team.irpo.key -out docker.au-team.irpo.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:RU

State or Province Name (full name) [Some-State]:Tatarstan

Locality Name (eg, city) []:Kazan

Organization Name (eg, company) [Internet Widgits Pty Ltd]:au-team.irpo
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:docker.au-team.irpo

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
Toot@hqg-sIv:/home/user/test.d# I

openssl x509 -reg -in web.au-team.irpo.csr -CA ca.cer -CAkey ca.key -CAcreateserial -
out web.au-team.irpo.cer -days 30

openssl x509 -reqg -in docker.au-team.irpo.csr -CA ca.cer -CAkey ca.key -CAcreateserial
-out docker.au-team.irpo.cer -days 30

ITepexuasiBaem (aitnbl ¢ hq-srv Ha isp u hg-cli (maponb root):
scp web.au-team.irpo.key user@172.16.2.1:/tmp

scp web.au-team.irpo.cer user@172.16.2.1:/tmp

scp docker.au-team.irpo.key user@172.16.2.1:/tmp

scp docker.au-team.irpo.cer user@172.16.2.1:/tmp

scp ca.cer user@192.168.200.2:/tmp

Ha isp xommpyem ¢aiinbl:

mkdir /etc/nginx/ssl

cp /tmp/web.au-team.irpo.* /etc/nginx/ssl

cp /tmp/docker.au-team.irpo.* /etc/nginx/ssl

JloGaBuTh B nano /etc/nginx/sites-available/web.au-team.irpo
server
listen 443 ssl;
server name web.au-team.irpo;
ssl certificate /etc/nginx/ssl/web.au-team.irpo.cer;
ssl certificate key /etc/nginx/ssl/web.au-team.irpo.key;
ssl ciphers GOST2012-GOST8912-GOST8912:HIGH:MEDIUM;
ssl protocols TLSvl TLSvl.1l TLSv1.2;
ssl prefer server ciphers on;
location / {
proxy pass http://192.168.100.2:80;
proxy set header Host S$host;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;


mailto:user@172.16.2.1:/tmp
mailto:user@172.16.2.1:/tmp
mailto:user@172.16.2.1:/tmp
mailto:user@172.16.2.1:/tmp

auth basic "Restricted area";

auth basic user file /etc/nginx/.htpasswd;

sub_filter 'http://' 'https://';

sub_filter once off;

sub_filter types text/css text/javascript application/javascript;

Pepaktupyem ¢aiin nano /etc/nginx/sites-available/docker.au-team.irpo
server {
listen 443 ssl;
server name docker.au-team.irpo;
ssl certificate /etc/nginx/ssl/docker.au-team.irpo.cer;
ssl certificate key /etc/nginx/ssl/docker.au-team.irpo.key;
ssl protocols TLSvl TLSvl.1l TLSv1.2;
location / {
proxy pass http://192.168.255.2:8080;
proxy set header Host Shost;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For Sproxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;
sub_ filter 'http://' 'https://';
sub_filter once off;
sub_filter types text/css text/javascript application/javascript;

}
In -s /etc/nginx/sites-available/web.au-team.irpo /etc/nginx/sites-enabled/

In -s /etc/nginx/sites-available/docker.au-team.irpo /etc/nginx/sites-enabled/

Hacrpoiika na hqg-cli:
Cchllka Ha CKauMBaHUE KPUIITOIIPO : https://cryptopro.ru/products/csp

OOecneunBaeM Ha KIHUEHTE JOBECPUC LICHTPY CGpTI/I(bI/IKaIII/II/I:

cp /tmp/ca.cer /home/user

tar -xzvf /home/user/3arpyskmu/linux-amd64 deb.tgz -C /home/user/3arpys3xmu
sudo /home/user/3arpysxu/linux-amd64 deb/install gui.sh

} YcTaHoBuWK KpunTtollpo CSP I

BuibepuTe Habop AnA yCTaHOBKMW.

He ycTaHaBnMBaWTe NakeThl Ges HeDﬁXDAHMDCTM: 3TO YCNOXHAT HacTPOMKY WM MOXKeT
CHW3WTb MPOWM3BOAMTENBHOCTL.

EPTUPUKATHI
ne € No

<Jlanee> <BbIXog>



https://cryptopro.ru/products/csp
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Bce qaiinbl cepTiuduKkaTos (*.cer;*.crt;*.p7bi*.sst) v

IlepenacTpoiite ip-TyHHe b ¢ 0230BOr0 10 YPOBHS TYHHeJIs, 00eCIeYnBAKOIIET0
mndpoBanne Tpapuxa (3 3axanue).

YcranoBka StrongSwan Ha mapmipytusarope hq-rtr u br-rtr:
apt install strongswan strongswan-swanctl -y

Kondurypamus [Psec nra HQ-RTR nano /etc/ipsec.conf (u3HauanpHOE yOparh):
# /etc/ipsec.conf - HQ-RTR
config setup
charondebug="ike 2, knl 2, cfg 2"
uniqueids=no
conn %default
keyexchange=ikev?2
ike=aes256-sha2 256-modp2048!
esp=aes256-sha2 256!
leftauth=psk
rightauth=psk
auto=start
dpdaction=restart
closeaction=restart
# Transport mode for GRE encryption
conn gre-encrypt
left=172.16.1.2
leftid=@hg-rtr.au-team.irpo



right=172.16.2.2
rightid=@br-rtr.au-team.irpo
type=transport

authby=psk
esp=aes256-sha2 256!
ike=aes256-sha2 256-modp2048!
keyexchange=ikev?2
leftprotoport=gre
rightprotoport=gre
leftfirewall=yes
rightfirewall=yes

Ha HQ-RTR B ¢aiine nano /etc/ipsec.secrets

@hg-rtr.au-team.irpo @br-rtr.au-team.irpo : PSK "P@sswOrd"

Konduryparmus IPsec na BR-RTR nano /etc/ipsec.conf (u3nauanpHOE yOparh):

# /etc/ipsec.conf - BR-RTR

config setup
charondebug="ike 2, knl 2, cfg 2"
uniqueids=no

conn %default
keyexchange=ikev2
ike=aes256-sha2 256-modp2048!
esp=aesz256-sha2 256!
leftauth=psk
rightauth=psk
auto=start
dpdaction=restart
closeaction=restart

# Transport mode for GRE encryption

conn gre-—-encrypt
left=172.16.2.2
leftid=@br-rtr.au-team.irpo
right=172.16.1.2
rightid=@hg-rtr.au-team.irpo
type=transport
authby=psk
esp=aes256-sha2 256!
ike=aes256-sha2 256-modp2048!
keyexchange=ikev2
leftprotoport=gre
rightprotoport=gre
leftfirewall=yes
rightfirewall=yes

Ha br-rtr B ¢aiine nano /etc/ipsec.secrets
@br-rtr.au-team.irpo Ghg-rtr.au-team.irpo : PSK "P@sswOrd"

3amyck U mpoBepka

systemctl restart ipsec
systemctl enable ipsec
systemctl status ipsec

Hactpoiite mexcereBoii 3xkpan Ha mapuipyru3aropax HQ-RTR u BR-RTR Ha ceTs B
cropony ISP (4 3aganue).

[Mumem Ha hg-rtr u br-rtr axaxaxa

/sbin/iptables -F
/sbin/iptables -t nat -F
/sbin/iptables -t mangle -F



/sbin/iptables -t raw -F

/sbin/iptables -P INPUT DROP

/sbin/iptables -P FORWARD DROP

/sbin/iptables -P OUTPUT DROP

/sbin/iptables -A INPUT -i lo -j ACCEPT

/sbin/iptables -A OUTPUT -o lo -j ACCEPT

/sbin/iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
/sbin/iptables -A FORWARD -m conntrack —--ctstate ESTABLISHED,RELATED -3 ACCEPT
/sbin/iptables -A OUTPUT -m conntrack —--ctstate ESTABLISHED,RELATED -3 ACCEPT
/sbin/iptables -A INPUT -p icmp -j ACCEPT

/sbin/iptables -A FORWARD -p icmp -7J ACCEPT

/sbin/iptables -A OUTPUT -p icmp -j ACCEPT

/sbin/iptables -A INPUT -p ospf -j ACCEPT

/sbin/iptables -A FORWARD -p ospf -j ACCEPT

/sbin/iptables -A OUTPUT -p ospf -j ACCEPT

/sbin/iptables -A INPUT -p gre -3j ACCEPT

/sbin/iptables -A FORWARD -p gre -j ACCEPT

/sbin/iptables -A OUTPUT -p gre -j ACCEPT

/sbin/iptables -A INPUT -p 50 -j ACCEPT

/sbin/iptables -A OUTPUT -p 50 -j ACCEPT

/sbin/iptables -A FORWARD -p 50 -j ACCEPT

/sbin/iptables -A INPUT -p 51 -j ACCEPT

/sbin/iptables -A OUTPUT -p 51 -j ACCEPT

/sbin/iptables -A FORWARD -p 51 -j ACCEPT

/sbin/iptables -A INPUT -p udp --dport 500 -j ACCEPT

/sbin/iptables -A OUTPUT -p udp --dport 500 -j ACCEPT

/sbin/iptables -A FORWARD -p udp --dport 500 -j ACCEPT

/sbin/iptables -A INPUT -p udp --dport 4500 -j ACCEPT

/sbin/iptables -A OUTPUT -p udp --dport 4500 -j ACCEPT

/sbin/iptables -A FORWARD -p udp --dport 4500 -j ACCEPT

/sbin/iptables -A OUTPUT -p udp --dport 53 -7j ACCEPT

/sbin/iptables -A OUTPUT -p tcp --dport 53 -7j ACCEPT

/sbin/iptables -A FORWARD -p udp --dport 53 -j ACCEPT

/sbin/iptables -A FORWARD -p tcp --dport 53 -j ACCEPT

/sbin/iptables -A INPUT -p udp --dport 53 -3 ACCEPT

/sbin/iptables -A INPUT -p tcp --dport 53 -3 ACCEPT

/sbin/iptables -A INPUT -p tcp -m multiport --dports 80,443,8080 -j ACCEPT
/sbin/iptables -A OUTPUT -p tcp -m multiport --dports 80,443,8080 -j ACCEPT
/sbin/iptables -A FORWARD -p tcp -m multiport --dports 80,443,8080 -j ACCEPT
/sbin/iptables -A INPUT -p udp --sport 68 --dport 67 -j ACCEPT
/sbin/iptables -A OUTPUT -p udp --sport 67 --dport 68 -j ACCEPT
/sbin/iptables -A OUTPUT -p udp --sport 68 --dport 67 -j ACCEPT
/sbin/iptables -A INPUT -p udp --sport 67 --dport 68 -j ACCEPT
/sbin/iptables -A FORWARD -p udp --sport 68 --dport 67 -j ACCEPT
/sbin/iptables -A FORWARD -p udp --sport 67 --dport 68 -j ACCEPT
/sbin/iptables -A INPUT -p tcp --dport 2049 -j ACCEPT

/sbin/iptables -A OUTPUT -p tcp --dport 2049 -j ACCEPT

/sbin/iptables -A FORWARD -p tcp --dport 2049 -j ACCEPT

/sbin/iptables -A INPUT -p udp —--dport 2049 -j ACCEPT

/sbin/iptables -A OUTPUT -p udp —--dport 2049 -j ACCEPT

/sbin/iptables -A FORWARD -p udp --dport 2049 -j ACCEPT

/sbin/iptables -A INPUT -p udp --dport 123 -3j ACCEPT

/sbin/iptables -A OUTPUT -p udp --dport 123 -3j ACCEPT

/sbin/iptables -A FORWARD -p udp --dport 123 -3j ACCEPT

/sbin/iptables -A INPUT -p udp --dport 514 -j ACCEPT

/sbin/iptables -A INPUT -p tcp --dport 514 -3j ACCEPT

/sbin/iptables -A OUTPUT -p udp --dport 514 -3j ACCEPT

/sbin/iptables -A OUTPUT -p tcp --dport 514 -3j ACCEPT

/sbin/iptables -A FORWARD -p udp --dport 514 -j ACCEPT

/sbin/iptables -A FORWARD -p tcp --dport 514 -j ACCEPT

/sbin/iptables -A INPUT -p tcp -m multiport --dports 22,2026 -j ACCEPT
/sbin/iptables -A OUTPUT -p tcp -m multiport --dports 22,2026 -j ACCEPT
/sbin/iptables -A FORWARD -p tcp -m multiport --dports 22,2026 -3j ACCEPT
/sbin/iptables -A INPUT -p tcp -m multiport --dports 10050,10051 -j ACCEPT
/sbin/iptables -A OUTPUT -p tcp -m multiport --dports 10050,10051 -j ACCEPT
/sbin/iptables -A FORWARD -p tcp -m multiport —--dports 10050,10051 -3j ACCEPT



/sbin/iptables
/sbin/iptables
/sbin/iptables
/sbin/iptables
/sbin/iptables
/sbin/iptables
/sbin/iptables
-j ACCEPT

/sbin/iptables
-j ACCEPT

/sbin/iptables
-j ACCEPT

/sbin/iptables
/sbin/iptables
/sbin/iptables

INPUT -p tcp --dport 631 -j ACCEPT

INPUT -p udp --dport 631 -j ACCEPT

OUTPUT -p tcp --dport 631 -j ACCEPT

OUTPUT -p udp --dport 631 -j ACCEPT

FORWARD -p tcp --dport 631 -3 ACCEPT

FORWARD -p udp --dport 631 -3 ACCEPT

INPUT -p tcp -m multiport --dports 88,389,636,3268,3269,139,445,464

OUTPUT -p tcp -m multiport --dports 88,389,636,3268,3269,139,445,464
FORWARD -p tcp -m multiport --dports 88,389,636,3268,3269,139,445,4064
INPUT -p udp -m multiport --dports 88,137,138,464 -j ACCEPT

OUTPUT -p udp -m multiport --dports 88,137,138,464 -j ACCEPT
FORWARD -p udp -m multiport --dports 88,137,138,464 -j ACCEPT

/usr/sbin/iptables-save > /etc/iptables/rules.v4
Hacrpoiite npunt-cepsep cups Ha cepBepe HQ-SRYV (5 3aganue).

S@TaHOBKaCUpSZ
apt install cups cups-pdf printer-driver-cups-pdf -y
/usr/sbin/usermod -a -G lpadmin sshuser
/usr/sbin/cupsctl --share-printers —--remote-any

B BeG-unTepdetice cozgaém HOBBIN BUpTyanbHbIM mpuHTep (127.0.0.1:631/admin, norun
sshuser, maponb P@sswOrd).
Heob6xomumo no6asuts npuntep CUPS-PDF, nanbiie HacTpoiku Ha TTOXYH).

OpenPrinting CUPS  Hauano (AL le e lelel=ERIT-l pynntl  CnpaBka 3agaHuA  [MpuHTepbl

B B Oo6asurb npuntep - CUF % | + ~ x

<« C Q & o+ https://hg-srv.au-team.irpo:631/adm i ® ® & =

Ho6aBuTb NpuHTEp

HlobaeneHue npuHTepa

YcraHoBneHHble npuHTepbl: O CUPS-BRF (Virtual Braille BRF Printer)
@® CUPS-PDF (Virtual PDF Printer)
HaiinexHble ceTeBble NPUHTEPDI:
Jpyrve ceTeBble npuHTepbl: O [MPOTOKON MHTEPHeT-NevartH (ipps)
O Backend Error Handler
O MMpoToKon uHTepHeT-nevatw (https)
O MMpoTokon vHTepHeT-neyarw (http)
© Xoct unun npuHtep LPD/LPR
© MMpoTeKon HHTepHeT-nevartk (ipp)
O AppSocket/HP JetDirect

| Mpononrs |

OpenPrinting. Bee npasa saumes

Ha hq-SI'V JJId COXpaHCHUA HACTPOCK:
/usr/sbin/cupsctl --share-printers

Ho6aenenue npuntepa Ha HQ-CLI uepes HacTpoiiku
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* CUPS-BRF-Printer

Virtual_PDF_Printer
Pacnonomenme: HA-SRY

Q hg-srv.au-team.irpo

MpuHTepbl Do6aBUTb NpUHTEp...
- Virtual_PDF_Printer ~
HeT akTHBHbIX 33aaaHWi
u [oToB
]

Mopens HP Color Laser... 3530 MFP PDF
MapaMeTpbl NevaTy

MecTononowenne  HQ-SRV
CsefeHus o npuHTepe

+ Mcnonk3osaTs NO yMONYaHM

Y0anuTe NpuHTEp

Peanm3yiite jornpoBanue npu nomomu rsyslog na yerpoiicreax HQ-RTR, BR-RTR,
BR-SRYV (6 3axanmue).

YcranoBka rsyslog Ha hg-srv, hq-rtr, br-rtr, br-srv:
apt install rsyslog -y

Penaxtupyem daiin nano /etc/rsyslog.conf na hg-srv (no6asmsiem):
# provides UDP syslog reception

module (1oad="imudp")

input (type="imudp" port="514")

# provides TCP syslog reception
module (1oad="imtcp")
input (type="imtcp" port="514")

# IpaBmiia Oy COXPAHEHMS JIOI'OB YIAJEHHEIX XOCTOB
Stemplate RemoteLogs,'"/opt/$HOSTNAMES/$SYEARS-$SMONTHS-%SDAYS. 1og"

if Sfromhost-ip != '127.0.0.1' and $fromhost-ip != '192.168.100.2"' then {
if Ssyslogseverity <= 4 then
?RemoteLogs
stop
}
}

JloGaBnsieM B koHeT[ ¢aiina nano /etc/rsyslog.conf Ha br-srv, br-rtr, hq-rtr:
*.% ©192.168.100.2:514

HepesaHyCKaeM I'SYSIO g Ha BCCX YCTpofICTBaX:
systemctl restart rsyslog



Ha cepsepe HQ-SRYV peasm3yiiTe MOHUTOPHHI YCTPOMCTB € IOMOILIBIO OTKPBITOIO
NPOrpaMMHOro ooecrnedyenus (7 3aganue).

B ¢aiine nano /etc/bind/zones/db.au-team.irpo no6aBnsieM CTpoKy:
mon.au-team.irpo. IN CNAME hg-srv.au-team.irpo.

YeenuuuaeMm Serial u nepe3anyckaem cepsuc bind9:
systemctl restart bind9

VYcranoBka Zabbix:

wget https://repo.zabbix.com/zabbix/6.4/debian/pool/main/z/zabbix-release/zabbix-
release 6.4-1+debianl2 all.deb

export PATH=$SPATH:/usr/local/sbin:/usr/sbin:/sbin:/bin:/usr/bin

dpkg -i zabbix-release 6.4-l+debianl2 all.deb

apt update

apt install -y zabbix-server-mysqgl zabbix-frontend-php zabbix-apache-conf zabbix-sql-
scripts zabbix-agent

Hacrtpoiika MariaDB:

mariadb - oTaenpHO

CREATE DATABASE zabbix CHARACTER SET utf8mb4 COLLATE utf8mb4_bin;
CREATE USER 'zabbix'@'localhost' IDENTIFIED BY 'P@sswOrd';

GRANT ALL PRIVILEGES ON zabbix.* TO 'zabbix'@'localhost';

FLUSH PRIVILEGES;

EXIT;

zcat /usr/share/zabbix-sgl-scripts/mysgl/server.sgl.gz | mysgl -uzabbix -pP@sswOrd
zabbix

daiin: nano /etc/zabbix/zabbix server.conf oTpenakTupyeM (pacCKOMEHTUTb, IIOMEHSITh)

CICAYIOIUE CTPOKH:
DBHost=localhost
DBName=zabbix
DBUser=zabbix
DBPassword=P@sswOrd

Coznaém (aiin nano /etc/apache2/sites-available/zabbix.conf
<VirtualHost *:80>
ServerName mon.au-team.irpo
DocumentRoot /usr/share/zabbix
<Directory /usr/share/zabbix>
Options FollowSymLinks
AllowOverride All
Require all granted
</Directory>
ErrorLog ${APACHE LOG DIR}/zabbix error.log
CustomLog ${APACHE LOG DIR}/zabbix access.log combined
</VirtualHost>

Bxutrouaem caiit apache?2:
al2ensite zabbix.conf
aZ2enmod rewrite

systemctl restart apache2

[lepesanyck Zabbix-server:
systemctl restart zabbix-server
systemctl enable zabbix-server



VYcranaBnuBaem areHThl Ha hq-srv u br-srv:

wget https://repo.zabbix.com/zabbix/6.4/debian/pool/main/z/zabbix-release/zabbix-
release 6.4-1l+debianl2 all.deb

export PATH=S$SPATH:/usr/local/sbin:/usr/sbin:/sbin:/bin:/usr/bin

dpkg -1 zabbix-release 6.4-1l+debianl2 all.deb

apt update

apt install zabbix-agent

Hactpoiika arenta Ha hq-srv nano /etc/zabbix/zabbix agentd.conf
PidFile=/var/run/zabbix/zabbix agentd.pid
LogFile=/var/log/zabbix/zabbix agentd.log

LogFileSize=0

Server=192.168.100.2

ServerActive=192.168.100.2

Hostname=hg-srv.au-team.irpo

Timeout=30

EnableRemoteCommands=1

Include=/etc/zabbix/zabbix agentd.d/*.conf

Hactpoiika arenra Ha br-srv nano /etc/zabbix/zabbix agentd.conf
PidFile=/var/run/zabbix/zabbix agentd.pid
LogFile=/var/log/zabbix/zabbix agentd.log

LogFileSize=0

Server=192.168.100.2

ServerActive=192.168.100.2

Hostname=br-srv.au-team.irpo

Timeout=30

EnableRemoteCommands=1

Include=/etc/zabbix/zabbix agentd.d/*.conf

ITepesanyck arenta Zabbix:
systemctl enable zabbix-agent
systemctl restart zabbix-agent

Ha cepBepe BeimonHseM web-ycTaHoBKY Zabbix:

B | H Vncrannauua x | + ~ x
<« C O 8 men.au-team.irpo/setup.php w ® 8 =
ZABBIX

| Bosronommoman
Mposepka npeAgapUTEnEHED
yenoswit

Hacrpoiika nogniouerns k 5 [lobpo noxanoBatb B

HacTpoiim

:
MpeBapHTENEHAIR 0630p
IX
| ]
~8

YeTanoeka

Fssik 0 ywonuasmo | Pycekni (u_RU)

fanee

PacnpocTpaHAeTcs N0 MnyeHzni GPL v2




ZABBIX HacTpoiika nogxntouyeHns Kk 6,

MowanyicTa, cozfaiTe Gasy AaHHbIX BPYUHYHD W YKEKWTE NapameTphl KOH(UIYPaLWKM [iNA CORAMHEHUA
€ 370l Ga30i. HasmM1Te KHOMKY "flanee” NpW 33BEpLUEHNH.

[oGpo nowanoears

TMpoBepKa NPeABaAPHTENbHLIX Tun Gassl gakeix | MySQL v

YCnoemi

XocT Bazbl faHHsl | localhost
HacTpoika nogkniodeHns k B

HacTpoitkn NopT Gasbl faHHsIX | 3308 |G - MCMONB30BATE NOPT N0 YMOMHaHWI0
MpepsapuTentHbiit o60p WMmA Gassl gaHHex | zabbix

MHCTANALMK

YeTanoeka XpaHeHue yuBTHLIX JaHHLIX B HashiCorp Vault | Xpasunuie CyberArk

Monszoeatens | zabbix
Mapont | esssssss

TLS widposaxine Basbl AaHHbI

ZABBIX HacTpoiikn

Wma cepaepa Zabbix | mon.au-team.irpo
Oobpo noxanoeare

Yacoso# NoAc no ymonuasmo | (UTC+03:00) Europe/Moscow ~

TMpoBEpKa NPeBapHTENLHBIX
yenosni Tema no ymonuanmo | FonyBans ~

HKa NOAKMYeHnA K B

AKA

TMpeABapHTENLHEIA 0G30p
MHCTaN1IALMA

YcTaHoBka

BBoaum yu€THbIe TaHHBIE IO YMOT4YaHUIO JOoruH Admin 1 napois zabbix

ZABBIX

MMA nonb3oBartenA
Admin

HekoppexTHble UMS NOMb30BATENS UKW
Maponb UMK aKKayHT BPEMEHHD
3abnokMpoBaH.

Maponb

(L1 2]

3anoMHUTE MeHd Ha 30 aHell




Coznanue y350B ceTu cepBepoB hqg-srv u br-srv:

HoBblii y3en cetn

Yaencetn IPMI Term  Makpocs! j 3HaueHNA

* WA ysna cetu | br-srv.auteamirpo |

Bugmoe wun | brsrv |

‘ Bui6pars
‘ BuiGpats

LUabnons:

* Fpynnsi yanos cetu
HauHWTE Newararh ANA noucka

VIHTepeeiicel Tun  IP appec DNS mun MopKniouaTkcR uspes Mopr Mo yMonuaHAIo
Arent | 192.168 2552 | [brsrva-teamirpo 10050 @ Yganm
v AoBaeure 0

1274 Onucanve

HaBniogesue uepes npoke | (Ge3 npokcw)

AKTURUPOBaHO

ZABBIX YNkl ceTn

Y HoBbiii ysen cetn

Yence IPMI Tem  Makpocs iy 3HaveHnit
Narenn _

* s yana cemn | hg-siv.au-team o |

Bugunice wws | hasrv |

Wabnokst

BuiGpats
BuiGpats

VHrepeitcsl T 1P agpec DNS s Mogriouarscs uepes Mopt o ymosuasitio

10050 ® ypanum,

e Aarble

* Tpynns! yanos cemu

Kaprei cerell

HAUHITE MeaTaTh AR NOWCKA

Yenyra Avenr [ 1921681002 | [na-srvau-team.ipd

ViHBeHTa s g Hobasnr

br-stv 1921 Onucarne
OTueTsl

Zabbix server 127€
C6op anHbix

OnoeeuleHin

Habniopenve tepes npokcu
Monk3oBateni

AKTHEpOEAHO
AguuHicTpUpoBaHue

B  H mon.au-team.irpo: Mare % | + v

« > C O & mon.au-team.irpo/zabbix.php?action=dashboard.view&new=1 w

ZABBIX @ HoBsas naHenb

Bee m

BOWCTBA NaHenn

Crpa

Maxenu H Buibpats

* nsA | mor| |

MoHWTOpUAHT




Coznanue HoBoro nonb3oBarens admin ¢ napoiaem P@sswOrd123, yka3biBaeM mpaBa
A0CTyna

<« C QO B o mon.au-team.irpo/zabbix.phpZaction=user.edit w @ & =
ZABBIX (L Monb3oBaTenu
Monbaosarens  Onoeewenns  Mpasa focTyna
* VMR nonbsosarens | admin
] Navenn
s
Oamumma
VSl Zabhix administrators X Buifpars
WHBEHTapH3aLma
“Mapons @ |eesecene
W OTuETHI
* Naponk (NOATEEPX/EHHE) | eesssess
+, CBop AaHHbIX
MNapons He MPH HE BHYTP THIE ay
<) Onoselenns Abik | Pyccki (ru_RU) ~ H
52 Monbsosarenu - Yacosoit noAc | CHCTeMHoe 1o y : (UTC+03:00) v
Tpynnel i Tema | CrcTemHoe o yMonuaHmio v
AsTo-BX0A
ABTO-BLIXOf,
* O6HoauTs | 30s
* KonWuecTao CTpoK Ha cpakiue | 50
pupoBaHie URL (nocne exopa & cuereny)

Peanunsyiite Mmexanu3m nuBenTapusanun mamud HQ-SRV u HQ-CLI 4epe3 Ansible na
BR-SRYV (8 3axanmue).

COS,IIaéM HY)XHBIC TUPCKTOPHUH:
mkdir /etc/ansible/PC-INFO
mkdir /etc/ansible/playbook

Coznmaém u penaktupyeM (aiin nano /etc/ansible/playbook/get hostname address.yml
— name: IIOJIy4YeHMe IOaHHBIX C XOCTa

hosts: hg-srv,hg-cli

gather facts: yes

tasks:
- name: co3maHue oTdueTa Ha BR-SRV
copy:
dest: /etc/ansible/PC-INFO/{{ ansible hostname }}.yml
content: |

computer name: {{ ansible hostname }}

ip address: {{ ansible default ipvd4.address }}
delegate to: localhost
run_once: false

3amyckaeMm playbook:

ansible-playbook /etc/ansible/playbook/get hostname address.yml
cat /etc/ansible/cat /etc/ansible/PC-INFO/hg-cli.yml

cat /etc/ansible/cat /etc/ansible/PC-INFO/hg-srv.yml

Ha HQ-SRYV nactpoiite nporpammuoe odecneuenue fail2ban post 3ammrsi ssh (9
3aJlaHue).

VYcranoska fail2ban:
apt install failZ2ban -y

Cosnaém u penaktupyeM (Qaiin nano /etc/fail2ban/jail.local
[DEFAULT]
bantime = 60



findtime = 600

maxretry = 3

backend = auto

banaction = iptables-multiport
action = % (action )s

[sshd]

enabled = true

port = 2026

filter = sshd

logpath = /var/log/auth.log
maxretry = 3

bantime = 60

findtime = 600

[sshd-ddos]

enabled = false

[lepezamyck fail2ban:

systemctl restart failZ2ban
Hacrpoiika pesepBHoro konuposanusi Aupexkropuu cepsepa HQ-SRV (10 3aganmue).

Ha HQ-CLI:

apt update

apt install -y borgbackup openssh-server
systemctl enable --now ssh

mkdir -p /backup/irpo/borg

chmod 755 /backup

chmod 755 /backup/irpo

chmod 755 /backup/irpo/borg

sudo useradd -m -s /bin/bash backupsvc

passwd -1 backupsvc

chown -R backupsvc:backupsve /backup/irpo
mkdir -p /home/backupsvc/.ssh

chmod 700 /home/backupsvc/.ssh

touch /home/backupsvc/.ssh/authorized keys
chmod 600 /home/backupsvc/.ssh/authorized keys
chown -R backupsvc:backupsvce /home/backupsvc/.ssh

Ha HQ-SRV:
sudo useradd -m -s /bin/bash irpoadmin
echo 'irpoadmin:P@sswOrd' | sudo chpasswd

echo 'irpoadmin ALL=(ALL) NOPASSWD:ALL' > /etc/sudoers.d/irpoadmin
chmod 440 /etc/sudoers.d/irpoadmin

apt update

apt install -y borgbackup mariadb-client openssh-client gzip

sudo -iu irpoadmin

mkdir -p ~/.ssh && chmod 700 ~/.ssh

ssh-keygen -t ed25519 -N "" -f ~/.ssh/borg irpo

cat ~/.ssh/borg irpo.pub

Ha HQ-CLI otkpsITh daiin nano /home/backupsve/.ssh/authorized keys
B HQ-SRYV BriiifeT cTpoka ¢ kintouoM. Caenarb U3 He€ OHY CTPOKY Takoro Buja (BCTaBb

CBOM KJII0Y TTOCJIC TapaMeTpoOB):
command="borg serve --append-only --restrict-to-path /backup/irpo/borg",restrict,no-

pty,no-port-forwarding, no-agent-forwarding,no-X1l1l-forwarding Balll KJIFOY

Ha HQ-SRV:

sudo -iu irpoadmin

export BORG RSH="ssh -i /home/irpoadmin/.ssh/borg irpo -o IdentitiesOnly=yes"
export BORG PASSPHRASE='P@sswOrd' B

borg init --encryption=repokey-blake2 backupsvc@192.168.200.2:/backup/irpo/borg



B nano /ust/local/sbin/irpo-backup-etc.sh

#!/bin/bash

set -euo pipefail

export BORG RSH="ssh -i /home/irpoadmin/.ssh/borg irpo -o IdentitiesOnly=yes"
export BORG PASSPHRASE='P@sswOrd'
REPO="backupsvc@192.168.200.2:/backup/irpo/borg"

ARCH="irpo-etc-$ (date +%F_ %H-%M-%S)"

borg create --stats --compression zstd, 6 "SREPO::$ARCH" /etc

chmod +x /usr/local/sbin/irpo-backup-etc.sh
sudo -iu irpoadmin /usr/local/sbin/irpo-backup-etc.sh

B nano /ust/local/sbin/irpo-backup-webdb.sh
#!/bin/bash
set -euo pipefail

export BORG _RSH="ssh -i /home/irpoadmin/.ssh/borg irpo -o IdentitiesOnly=yes"
export BORG_ PASSPHRASE='P@sswOrd'
REPO="backupsvc@192.168.200.2:/backup/irpo/borg"

TS="S (date +%F_%H-%M-%S)"

DUMP="/tmp/webdb ${TS}.sql.gz"

if mariadb -u root -e "USE webdb;" >/dev/null 2>&1; then

mariadb-dump -u root --single-transaction --routines --triggers webdb | gzip -9 >
"SDUMP"
else

mariadb-dump -u web -p'P@sswOrd' --single-transaction --routines --triggers webdb |
gzip -9 > "S$DUMP"
fi

ARCH="irpo-webdb-${TS}"
borg create --stats —--compression zstd, 6 "SREPO::SARCH" "$DUMP"
rm —-f "SDUMP"

chmod +x /usr/local/sbin/irpo-backup-webdb.sh

sudo -iu irpoadmin /usr/local/sbin/irpo-backup-webdb.sh

sudo -iu irpoadmin

export BORG RSH="ssh -i /home/irpoadmin/.ssh/borg irpo -o IdentitiesOnly=yes"
export BORG PASSPHRASE='P@sswOrd'

borg list backupsvc@192.168.200.2:/backup/irpo/borg



